Defense-in-Depth Security Lab: NGFW, WAF &
SIEM Implementation

Prepared by: Saboor Ali
Date: September 27, 2025

Overview

This lab replicates a real-world enterprise environment to illustrate a defense-in-depth strategy
combining a Next-Generation Firewall (NGFW), Web Application Firewall (WAF), and Security
Information and Event Management (SIEM) to counter both network-level and web application

attacks.

Lab Environment Setup

VMs include Kali Linux (attacker), Metasploitable 2, OWASP BWA/DVWA (vulnerable targets),
OPNsense (NGFW), Security Onion (SIEM) and ModSecurity WAF. All IP assignments used
DHCP; IPs vary in attack logs due to later changes—static IP steps are omitted as not essential

to defense outcomes.
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Baseline Vulnerability Testing (Pre-defense)

Vulnerability: SQL Injection

e A SQL Injection attack using the OR 1=1 payload against DVWA successfully bypassed

authentication controls, resulting in unauthorized access and data exfiltration.
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Vulnerability: Cross-Site Scripting (XSS)

e <script>alert('XSS')</script> submitted to DVWA XSS module, browser displays pop-up.
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Vulnerability: Reflected Cross Site Scripting (XSS)
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Vulnerability: Directory Traversal and Information Exposure

e Direct access to /phpinfo.php, /test/ confirms exposures.
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System Linux 2632250 pae #44-Ubuntu SMP Fri Sep 17
21:57:48 UTC 2010 686
Bulld Date Apr 17 2015 15:01:49
Server API Apache 2.0 Handler
Virtual Directory disabled
Support
Configuration File |/etc/phpSiapache?
{php.ini) Path

[oWasp bWl GWaSEDW n he2/php.inl

Loaded
Configuration File

Scan this dir for fetc/phpS/apache2/confd
additional .ini files

Additional .Ini files |/etc/phpS/apache/cont dicurlinl, fetc/phpSfapache2/conf.dfgd ini, fetc)
parsed phpSiapache2/conl.d/mcryptini, fetc/phpS/apache2icont dimysql.ini, jetc/
phpS/apache/conf.d/mysgli.ini, fetc/php5/apache2iconl.d/pde.inl, fetcf
phpS/apache2fconf.d/pdo_miysgl.ini

PHP AP1 20090626

PHP Extension 20090626

Zend Extension 220090626

Zend Extension API220090626.NTS
Bulld

PHP Extension API20090626,NTS
Bulld

Debug Build no

Thread Safety i

Zend Memory enabled

Zend Multibyte disabled
Support

IPv6é Support enabled

Registered PHP https, fips, compress.ziib, compress.bzip2, php. file, glob, data. hitp. ftp,
Streams phar, zip

Registered Stream |tcp, udp, unix, udg, ssi, ssiv3, ssivl, tis

Socket Transports

Registered Stream |ziib.*. bzipl.*, convert.iconv.®, string.retl3. string.toupper, string.tolower,
Filters string. strip_tags, convert.*, consumed, dechunk

Vulnerability: Network Enumeration

e Nmap scan uncovers open services and banners on Metasploitable 2.
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192.168.170.128
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-10 ©05:46 EDT
Nmap scan report for 192.168.170.128
Host is up (©0.0078s latency).
Not shown: 978 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8180/tcp open unknown
MAC Address: 00:0C:29:68:BB:54 (VMware)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Lin
ux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/sub
mit/
Nmap done: 1 IP address (1 host up) scanned in 195.29 seconds

Vulnerability: FTP Backdoor Exploit (Metasploitable)

e Metasploit is used to execute a backdoor exploit against Metasploitable, successfully

opening a shell.
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msf6e exploitl
192.168.170.128:2 Banner: 220 (vsFTPd 2.3.4
192.168.170. USER: 331 Please specify the password.
192.168.170. 8:2 Backdoor service has been spawned, handling ...
192.168.170. 8: UID: wuid=0(root) gid=0(root)
Found shell.
Command shell session 1 opened (192.168.170.130:45839

5-09-10 06:14:05 0400

whoaml
root
hostname

metasploitable




Security Controls Deployment

1. NGFW (OPNsense) Setup

e OPNsense VM is installed and configured with dual interfaces. Web Ul confirms system

status.

[T NGFW (OPNsense ) I3 OWASP Broken Web Apps VM I3} SecurityOnion ([ WAF-ModSecurity

Website: :/70pnsense.org/

Handbook: ://docs.opnsense.org/

Forums: :/7/forum. opnsense.org/

Code: ://7github.com/opnsense frrrrrri
Reddit: ://reddit.com/r/opnsense frrrrra

- e . me == -
2

»*x3% [PNsense. internal: OPNsense 25.7 (amdbBbd4) xxx

LAN (emMml) ->v4: 192.168.178.1/24
WAN (emB) -> v4/DHCP4: 192.168.221.142/24

HTTPS: sha256 7F A6 @F 8E 12 67 58 DC S5E BB B4 FF D9 B1 7A 3D
B2 B2 3F D9 F1 18 93 4F 51 38 3D 4D EC 19 86 23

B8) Logout 7) Ping host

1) Assign interfaces 8) Shell

2) Set interface IP address 9) pfTop

3) Reset the root password 18) Firewall log

4) Reset to factory defaults 11) Reload all services
5) Power off system 12) Update from console
6) Reboot system 13) Restore a backup

Enter an option: Jj

<« c © Notsecure  hittps://192.168.170.1/indexphp?wizard_done g [¢]
' . OPNsense’ < root@0PNsense.internal
0 Lobby
——— @ Finished initial configuration!
License &g
Password » You are currently running in live media mode. A reboot will reset the configuration. SSH remote login is enabled for the users "root" and "installer" using the same password
Logout -
& Reporting
= System ®
o s OPNsense
O Firewall Securing networks made easy
S VPN
Congratulations! OPNsense is now configured.
& Services
M Please consider donating to the project to help us with our overhead costs. See our website to donate or purchase available OPNsense support services.
¥ Power
Click to continue to the dashboard. Or click to check for updates.
® Help



e LAN rules: Allow only HTTP(S), SSH for management; FTP restricted—Brute-force

countermeasures implemented with address block alias and connection thresholds.

“Untitled - Notepad - B X root@OPNsensainternal @ Q.

0 OPNsense’ <

Eile Edit Format View Help

0 Lobby . Defense-in-Depth Security Lab - Saboor Ali|
s Reporting Firewall: Rules: LAN Select category - Onspect
¢ tn1,Col 43 100%  Windows (CRLF)  UTF-8
= spem
h Interfaces ‘The firewall rule configuration has been changed.
® Frewal Vou must apply the changes in order for the to take effect,
Aliases @
Automation & 0 Protocal Source Port  Destination Port Gateway Shedule b Description @ csooO
Categories ® 0 Automatically generated rles oo
s &y xaze 1Pua-s” . . . . . . Default deny /state violation rule
Ly 2| 2 -70 1P PVICHP . P8 RFCABOC requirements (ICHP)
Ll . 7 -1 0 1PV IPVE-ICHP {self) B fe80::/10, M02::/16 1PVE RFCABOC requirements.
GETS % -70 P PV ICHP fez0z/10 . fecc10, Ao2:16 1Py RFCABOG requirements
o 7 -7 0 1PV IPVEICHP. 216 . . 1Py RFCABDG requirements {1
o k3 -70 1P PVE.ICHP . . P8 RFCAROC requirements (ICHP)
Shaper v|
% x=710 PuaS TCPIUDP ¢ . block all targeting port 0
Settings L
7 x=1@ 1Pu4-6 TCRUDP . 3 block al targeting port 0
Log Files ®o | . R
% x=10 Py TP <sshlockout> self 22(ssH) sshlockout
Dlsgpontcy B % xase Pua-£ TCP <sshlockauts . (set) a3 ey sshlockout
@ wn 4 » 5
% x=+70 Pua ~virusprot- viusprot overlosd table
& saniees % +70 1Pva UOP . @ @ a
¥ Power
7z rai0 Pua< UDP . @ & a
@ wep
z -1 0 1Pu4-6 UDP & & allow access to DHCP s Y
z ++0 1P UOP o1, Ao2:/16 s allow access to DHCP server Q
kd -0 1Pu6 UDP. fi02:/16 547 allow access to DHCP server Q
7 -70 1P UDP fescz10 a7 allow access to DHCP server Q
7 ++0 1P UOP el s allow access to DHCP server Q
7 i 0 Pve UDP s fageiito sllow access to DHP server a
7 «t0 Pua-6" . . . - - . * letout anything from firewall host tsef
7 +70 1Pud-6 TGP . . el eoiHTTP) antidockout rule a
7 ++0 Py TCP . . el a3 uTeS) antidockout rule a
% 40 Pyt emo) . WAN net WAN_DHCP. letout anything from firewll hast tslf (force gw) a
I Floating rutes o0
0 x=+7@ PuaTce tp_bruteforce_block = . . 21617} Block brute forcs FTP csom
o -10 Pua- Lan net Default allow LiN to any cule csom
c +70 1Pus LN net Default allow LAN 1PV to any rue csom
X block [ [ -+ in fist match
> bled) X blockidisabled reject idisabled) ©  logidisabled) - out % lastmatch
@ Active/inactive Schedule {click to view/edit)
£ Alla (lickto view/edit)

e Intrusion Prevention and Detection: Suricata was activated within the OPNsense
dashboard to provide real-time alerting and proactive blocking of known malicious

signatures.



c. OPNsense’ < root
& Reporting o o 0 9.0 9
Services: Intrusion Detection: Administration
& System
s Interfaces
® Firewall We strongly advise to use policies instead of single rule based changes tc limit the size of the configu
{available here )
S VPN
8 Services
G Bartal 4 Settings ‘ Download Rules User defined Alerts Schedule
DHCRelay & advanced mode
Dnsmasq DNS & DHCP @ v General Settings
Intrusion Detection @ © Enabled
Administration © 1Ps mode
Policy
) © Promiscucus mode
Log File
ISC DHCPv4 O Interfaces LAN .
ISC DHCPv6 © clear Al @ select all

e Mitigation Example: A detected vsFTPd backdoor attack is promptly blocked by a custom

drop rule.
O OPNsense’ < root@OPNsense.internal @ Q4
& Reporting
= System Services: Intrusion Detection: Administration ¢ =
sh Interfaces
® Firewall . . . o . . . o . .
We strongly advise to use policies instead of single rule based changes to limit the size of the configuration. A list of all manual changes can be revised in the policy editor
S vPN (available here )
£ Services
Captive Portal 4 Settings Download Rules User defined Alerts ‘ Schedule
DHCRelay
Dnsmasq DNS & DHCP @ Search s '|ﬁ 2025/09/1711:15 AR SN2
Intrusion Detection @
adlfiiciEien Timestamp SID Action Interface Source Port Destination Port Alert
Policy 2025-09-17T11:15:33.470879+0000 300001 blocked eml 192.168.170.133 33159 192.168.170.134 6200 Possiblevsftpd backdoo
Log File 2025-09-17T11:15:33.470879+0000 300001 blocked eml 192.168.170.133 32159 192.168.170.134 6200 Possiblevsftpd backdoo

2. Web Application Firewall (WAF) ModSecurity

e Configured for Nginx reverse proxy in front of DVWA/OWASP BWA targets.



GrL ngin<.conf :x

i=ten 80;
rweEr _name 192 .168.170.136;

root Susrslocalsngin=shtmls

# Enable
modsecurity ons
modsecurity_rules_+ftile

#k koig—-r;

locatian
prox<4y_pass
proxy_set_header Host $£host;
_header X-Real-IF $remote_addr;

t_header X-Forwarded-Far

e Rules Activated: OWASP CRS rules loaded (detect/block modes).

2 Home + NGFW (OPNsense) » OWASP Broken Web Apps VM ... ' Metasploitable2-Linux » kali-linux-2025.1a-vmware-amd... ©  [[3! SecurityOnion + WAF-ModSecurity

GHL nano 6.2 modsecurity.cont =

Enable - rity
SecRUleEngine On
cRequestBodyfcocess On
on
SecResponseBodyhAccess OFF
ecDatabir Ausrslocalsmodsecuritysdata
Ausrslocalsmodsecuritystmp
Alocalsngin=slogssmodsec_audit. log
AREBIJDEFHZ

~SlocalsnginxsSlogssmodsec_debug. log

Include CRS
Tnclude Jusrslocalsmodsecurity—-crsscrs—-setup.cont
Include all CRS

Include Ausrslocalsmodsecurity—-crssruless=w.cont




e Example Mitigation: SQL Injection attempts receive HTTP 403; detection logged.
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3. SIEM (Security Onion/Kibana OSSEC Integration)

e Security Onion setup steps, log collection configuration, and dashboard navigation are

shown.

-amd.. » Metasploitable2-Linux » NGFW (OPNsense) » OWASP Broken Web Apps VM .. » SecurityOnion » WAF-ModSecurity

] Edit Conmection |

Profile name
WSS T M-n=33 (AA:AC:29:E5:48:28)

= ETHERNET <Show>
= 882 .1xX SECURITY <Show>
it IPvw4 CONFIGURATION <Manual> <Hide>
Addresses <Remove>
<Add . . . >
Gateway pArFausiat I Ryt |

DNS =serwvers 8. <Remowe >
-1.4 <Remowe >
<Add. . .>
<Remouve>
<Add. . .>

Search domains
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Overview
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Detections
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Grid
Downloads

Administration

Kibana

Elastic Fleet
Osquery Manager
InfluxDB
CyberChef

Navigator

@ Not secure

Overview

Getting Started

New to Security Onion? Click the menu in the upper-right
corner and you'll find links for and a that
will help you best utilize Security Onion to hunt for evil! In
addition, check out our free Security Onion Essentials

online course, available on our website.

If you're ready to dive in, take a look at the interface
to see what Security Onion has detected so far. If you find

any false positives, then you can tune those in

Next, go to the interface for a general overview
of all logs collected. Here are a few overview dashboards to
get you started:

Click the drop-dovvn menu in Dashboards to find many
more dashboards. You might also want to explore the
interface for more focused threat hunting.

Once you've found something of interest, escalate it to
to then collect evidence and analyze observables as
you work towards closing the case.

If you want to check the health of your deployment, check

out the interface.

heps//192.168.170.12/4/ O}

A

0

¢=

@3 =€ -

Brought to you by:

Security @nion

Kibana Data Views Setup

To enable efficient exploration and visualization of Suricata and ModSecurity logs, custom data
views (formerly called index patterns) were created in Kibana. Data views define the set of
Elasticsearch indices from which Kibana reads data and specify the time field for time-based
analysis.

e For Suricata alerts, the data view named "Suricata Alerts" was created using the pattern
logs-suricata.alerts-so*. This data view aggregates all alert indices that Security Onion
streams into Elasticsearch, enabling focused monitoring of network intrusion alerts.

10



@ elastic Q Find apps, content, and more.

Create data view

Nar

Suricata Alerts

Index pattern

logs-suricata.alerts-so*

Timestamp field
@timestamp
elect a timestamp field for use with the global time filter

e For host and application logs forwarded via Filebeat (including ModSecurity logs), a data
view named "Filebeat Logs" was created with the pattern
logs-elastic_agent.filebeat-default*. This provides a consolidated view of host-based
events and WAF activity.

@ elastic ) (7] 35, G, 76 7

Create data view

Name

Filebeat logs

ogs-elastic_agent.filebeat-default’|

Timestamp field

@timestamp

elect a timestamp field for use with the global time filter

Show advanced settings

Both data views use the @timestamp field as the primary time filter, allowing temporal
correlation and timeline visualizations of security events.

By isolating these datasets with tailored data views, Kibana enables detailed discovery queries,
customized dashboards, and rapid incident investigation.

L



e Suricata and ModSecurity logs are sent to Kibana, where real-time alerts for brute-force

and exploit attempts are displayed.

Check out cartext awars Di TryEsloL
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Actions:
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atinestanp sep 2. trean.nanespace so data_strean.type logs destination.1p 192.166.170.114 destination.port
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picket_sousca

e FTP brute-force attempts, web attacks, and privilege escalation are all correlated in SIEM

and visualized on a timeline.
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Post-Defense Attack Testing & Validation

Attack Type Prevented? Visible in SIEM? Comments

SQL Injection Yes Yes WAF blocks, alert logged

XSS Yes Yes WAF blocks, alert logged

Directory Traversal | Yes Yes WAF blocks, alert logged
Nmap Scans No Yes Detected, not blocked
FTP Brute No Yes Alerts log shell attempts
Force/Backdoor

e Post-deployment testing verified that SQL Injection and Cross-Site Scripting attempts
were intercepted and blocked by the WAF, returning HTTP 403 Forbidden responses.

Thursday 11 September 2025
C @ O & 192.168.170.136 [ 3 *~/Kali-Project-Iden

li Linux & Kali Tools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec ElleiN ERt Search iR Vie Document  Help

DEMEMBEBE x S ~

D@ 1 Defense-in-Depth Security Lab - Saboor Ali|

Home ‘ Vulnerability: SQL Injection

Instructions ‘ User ID:
Setup ‘
'OR '1'="1 Submit
Brute Force J
Command Execution ‘ More info

Thursday 11 September 2025

= C @ O A& 192.168.170.136 | J *~/Kali-Project-lder Mousepad

File Edit Search Vi Document Help

B RODEBE x S ~

403 Forbidden 1 Defense-in-Depth Security Lab - Saboor Ali

KaliLinux # KaliTools <« KaliDocs N KaliForums o Kali NetHunter
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Limitations & Observations

e Certain attacks, such as Nmap scans and brute force attempt,s were effectively
detected and correlated within the SIEM but not fully prevented by the existing controls.

e The defense-in-depth approach demonstrated is most effective against known web
exploitation vectors (SQL Injection, XSS, Directory Traversal) while challenges remain
for network reconnaissance and credential-based brute force attacks.

e This project represents the initial stage of security implementation. Further security
automation and orchestration will be explored in upcoming phases using SOAR (Security
Orchestration, Automation, and Response) platforms.

e Planned improvements include integrating SOAR capabilities for automated alert triage,
coordinated incident responses, and potentially enhanced blocking mechanisms to

cover gaps left by traditional prevention systems.

Conclusion

This lab experimentally validates a robust layered security architecture combining
network-level and application-layer controls with centralized security monitoring. Deploying
OPNsense as a Next-Generation Firewall, ModSecurity as a Web Application Firewall, and
Security Onion as a SIEM platform, this defense-in-depth model demonstrated the capacity to

mitigate a broad spectrum of threats effectively.

Proactive configurations successfully blocked high-risk web attacks like SQL Injection,
Cross-Site Scripting, and directory traversal attempts. At the same time, the SIEM environment
enabled detection and correlation of reconnaissance and brute force activities, underscoring

the importance of monitoring amidst evolving threat landscapes.

Visual tools such as the Kibana alert timeline allowed clear observation of attack patterns and
temporal distributions, reinforcing data-driven analytics as central to modern cybersecurity
practice. This layered approach reduces system exposure while enhancing visibility into

attacker behaviors, creating a scalable and pragmatic security strategy.

Importantly, this project underscores the reality that no single control is sufficient; full resilience
requires a fusion of prevention, detection, and continuous monitoring fortified by emerging
technologies like SOAR. Future enhancements will leverage SOAR platforms to automate alert
handling, orchestrate complex responses, and aim to mitigate currently unblocked attack

vectors, further strengthening organizational defenses in an ever-shifting threat environment.
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